Kent Fraud Alert System %

T0 STOP FRAUD"

Fake email impersonating DeWalt offering free Products.

Action fraud have received over 3,500 reports about this scam email.

The email claims to be offering various free products and asks you to click on a link in order to
access your free item. However, it is all a scam and the link will take you to a
r_eallst.m looking website, where the criminals will steal your personal and Preventing fraud
financial data.

Together,

let’s stop
scammers.

If you think that you may have. been ? victim of'this or any other typ(.e of Remember, ABC:
scam, then contact your Bank immediately, which you can do by calling 159
and report it to Action Fraud at www.actionfraud.police.uk or call 0300 123
2040.

Always report suspicious emails by forwarding them to:
report@phishing.gov.uk

W never Assume

W never Believe

W always Confirm

Get the latest
scam advice: ’

ABOLICE ActionFraud

@KentPoliceECU
-
DeWalt giveaway scams HOMEBASE
Action Fraud has recelved 3,568 reports about scam emails
impersonating home improvement brands, such as Homebase, ANS WE R & WI N
The emails claim to be giving away various DeWalt products, such You've been chosen o receive a brand new
as drilis and backpacks. The links in the emails lead to malicious Dewa |t BaCk Pack

websites designed to steal personal and financial information.

----------- HOW TO DEAL WITH SUSPICIOUS MESSAGES « === vnemsccans)

If you have doubits about a message, contact the organsation
directly. Doa't use the numbers of addross in the message - use the
details from their official wobsite. Your bank (or any other official
source) will never ask you to supply personal information via emal
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I Spotted a suspicious email? Forward it to the Suspicious Email H
! Roporting Service (SERS) - reportaphishing,gov.uk | CLICK HERE!
i

Report a non-urgent crime online www.kent.police.uk/report
K t Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
e n In an emergency, if crime is in progress or life is in danger call 999

P I - If you have a hearing or speech impairment, use our textphone service 18000.
O IC e Or text us on 999 if you've pre-registered with the emergency SMS service.
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