Kent Fraud Alert System %

Fake Emails impersonating Temu

T0 STOP FRAUD"

The emails state that you can win free products by simply clicking on a link and completing a quick
survey. The link will take you to a realistic looking website that is under the control of the

criminals, where they will steal your personal data.

These FAKE Temu emails have been reported over 30,000 times to Action
Fraud from across the UK.

Always report suspicious emails by forwarding them to:
report@phishing.gov.uk

If you think that you may have been a victim of this or any other type of
scam, then contact your Bank immediately, which you can do by calling 159
and report it to Action Fraud at www.actionfraud.police.uk or call 0300 123
2040.
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TEMU SCAM EMAILS =

REPORTED 30,000 TIMES = Clamyour Brand New FREE

Action Fraud has received 30,000 reports in the last six ccngra!u|ali0nS! - —— e e
weeks relating to fake emails purporting to be from Temu,
an e-commerce marketplace. The emails claim that the
recipient can win free products by completing a quick survey.

Get a Temu Mystery box worth up 1o

The links in the email lead to malicious websites designed to W;
steal personal and financial information. —-—

1 If you have doubts about a message, contact the organisation
i directly. Don’t use the numbers or address in the message -

| use the details from their official website. Your bank (or any

E other official source) will never ask you to supply personal

| information via email.

Spotted a suspicious email? Forward it to the Suspicious Email |
Reporting Service (SERS) - reportaphishing.gov.uk

www.kent.police.uk n g

Preventing fraud

Together,
let’s stop
scammers.

Remember, ABC:

W never Assume

W never Believe
W always Confirm
Get the latest
scam advice: ’

@KentPoliceECU

Report a non-urgent crime online www.kent.police.uk/report
K t Talk to us on LiveChat — available 24/7 www.kent.police.uk/contact
e n In an emergency, if crime is in progress or life is in danger call 999

P I - If you have a hearing or speech impairment, use our textphone service 18000.
O IC e Or text us on 999 if you've pre-registered with the emergency SMS service.
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